IHAMATKA 1JIsA KIMEHTOB
11O BAIIMTE UHO®OOPMAILINUHU
000 MKK «MHCTAHT KPEAUT»




1. OBHIUE IMOJIOKEHUSA
- Hacrosimmas namsitka paspaborana B coorBercTBuM ¢ Ilonmoxenue banka Poccum ot

20.04.2021 N 757-I1 "OG6 ycraHoBieHHH OOS3aTEIBHBIX JUIS HEKPEAUTHBIX (PHMHAHCOBBIX
opranuzanyii TpeOoBaHMH K O0O0ECNEYEHUI0 3alIUThl HWHGOPMAIMM TPHU OCYIIECTBICHUU
JEeSTENIbHOCTH B cepe (UHAHCOBBIX PBIHKOB B IENSIX MPOTHBOJICHCTBHUS OCYIIECCTBICHHUIO
HE3aKOHHBIX (MHAHCOBBIX orneparuii” (nanee — [lomoxxenne banka Poccuu Ne 757); niist KITneHTOB
00O MKK «Huctant Kpeaur».

1.1. Hacrosmue mamsTka paszmemniaercs B mectax okazanus ycayr OOO MKK «WuctaHT
Kpenut», B ToM uncie Ha opunuanbaoM caiite OO0 MKK «Muctant Kpenuy.

2. OCHOBHBIE IIOHATUA
2.1. H®O - OO0 MKK «OOO MKK «HMucrant Kpeguty», sgBistomieecs HEKpPEAUTHOM

(uHAHCOBON OpraHM3aluel, OCyIECTBIAONIEH (UHAHCOBBIE ONEpalluid B COOTBETCTBHH CO CT.
76.1 ®enepanpuoro 3akona ot 10 utons 2002 r. N 86-@3 "O LlentpansHom 6anke Poccuiickoit
®enepanuu (banke Poccun)".

2.2. KumeHT — TpeThe JHIO, B OTHOIIEHWH KOTOPOTO OCYILIECTBIISIIOTCS MEpPHI IO 3aIIUTe
uH(popMalny, M0Iy4aeMo, OAroTaBIMBaeMoi, oOpabaTeiBaeMOM, NepeIaBacMo U XpaHUMOMN
B aBTOMAaTHU3UPOBAHHBIX CHUCTEMAX, Ucmosib3yeMbix HPO.

2.3. BpemoHOCHBII KOJ - TNPOrpaMMHBIA KOJ, NPUBOMAIIMA K HAPYIICHUIO MITATHOTO
(GYHKLMOHUPOBAHUS CPEJICTB BHIYMCIUTEIBHON TEXHUKH.

2.4.  VYCTpOHCTBO — CpEACTBO BBIYUCIUTEIBHOM TEXHUKH, HCHOJIb3yeMOE KIMEHTOM |
OTJIEJICHHOE OT aBTOMaTU3MpoBaHHOM cucreMbl HPO, B KOTOpOHW COAEPXKUTCS 3alluIaeMast
uHpopMaLus M KOTOpoe Hcnosib3yercs KIMEeHTOM ¢ Ielbl0 OCYILECTBIIEHUS (PMHAHCOBBIX
orepanuii (MOOUIBHBIHN Tee(OH, IEPCOHATBHBIN KOMIIBIOTEP H T.J.)

2.5. HecaHKIMOHMPOBAHHBIN TOCTYII — IOCTYII K HH(OpMAINK WK IEHCTBUS ¢ HH(pOpMaIuei,
HapylIamoIye 6e30MacHOCTb 3alUIIaeMOi HH(POPMAaIIMH, C LIETbI0 OCYIIECTBICHUS (PMHAHCOBBIX
orepanuii muamMu, He 00J1a/1al0IMMU TIPAaBOM UX OCYIIECTBIIECHUS.

3. HEJIX 1 NMOPAAOK IPUMEHEHUS MEP
3.1. Hacrosmias maMsaTka pa3paboTaHa B CIEAYIONUX [EIIX:
3.3.1. UndopmupoBanue KmumenroB HDPO o0  BO3MOXKHBIX  pHCKax  IOJY4YECHHUs
HecaHKIIMOHMPOBAHHOTO [IOCTyNa K 3allWIIaeMoil HWH(GOpPMAIMKA C UENbI0 OCYIIECTBICHUS
(MHAHCOBBIX ONepalnuil IMIAaMH, He 00J1aIal0MMU IPAaBOM UX OCYIIECTBICHHUS;
3.3.2. UndopmupoBanue Knuentos H®O 0 Mepax IO MPEIOTBPALICHUIO

HecaHKIIMOHMPOBAaHHOTO JOCTyNa K 3alIMIaeMOil WH(POpPMAlWU, B TOM YHCIE MpPH yTpaTe
(motepe, xumiennn) Knmentom VYcTpoiicTBa, ¢ HCMOJIB30BAHUEM KOTOPOTO MM COBEPIIATIUCH
JIeMCTBUS B IIETSAX OCYILECTBICHUS (PMHAHCOBOI omeparuu;

3.3.3. Undopmuposanue KinnentoB HOO o mepax 1mo KOHTpoII0 KOH(UTypaun Y CTpoiicTBa, ¢
UCMOJIb30BaHUEM KoToporo KimeHToM coBepmiaioTcss JeMCTBHS B LENAX OCYIIECTBICHHS
(uHAHCOBOH Onepanum;

3.3.4. Undopmupoanue KnumenroB HDPO o mepax mo CBOEBPEeMEHHOMY OOHapYKEHUIO
BO3eiCTBUS BpenoHOCHOro KoAa,

3.3.5. Undopmupoanne KimmenroB HPO o pexoMmeHmanusx mo 3ammre HHGOpMAIUM OT
BO3/ICUCTBUS MPOTPAMMHBIX KOJOB, MPUBOASAIINX K HAPYIICHUIO MTATHOTO (YHKIIMOHUPOBAHUS
CpeACTBa BBIYUCIUTEIFHOW TEXHHKH, B IENSAX IMPOTHBOJCHCTBUS HE3aKOHHBIM (DUHAHCOBBIM
oTepaLusiM.



3.4.  MuHuMHU3aIMs PUCKOB TOJydeHUs HecaHKIMOHMPOBAHHOTO JOCTyIA K 3allMIacMOin
uH(pOpPMAIIUK JOCTUTAETCSA MYyTeM KOMILUIEKCHOTO TOaXofa: Kak co ctoponbsl HDO, Tak u co
cropoHsl Knuenra.

3.2.  H®O npunuMaer Mepbl MO 3alUTe HHPOPMAUU B COOTBETCTBHH CO CBOUMH
BHYTPEHHUMU JOKYMEHTAMH.

3.3.  KumeHnT npuHMMaeT Mepbl IO 3amuTe WHPOPMAIMK B COOTBETCTBHHM C HACTOSIICH
MMaMSITKOH.

4. BO3MO’KHBIE PUCKH ITOJIYYEHUSI HECAHKIIHOHUPOBAHHOI'O
JOCTVYIHA K BAHIUITAEMOU UHO®OPMALIUU
41. K oOummMm npuyrHaM BO3HHKHOBEHHsI PHUCKOB moiydyeHUs HecaHKIMOHHPOBAHHOTO

JOCTYTA K 3aIlHUIaeMON WH()OPMAIIUKA OTHOCSTCS:

4.1.1. HeorpaHn4yeHHBbIN AOCTYI TPETHUX JIUL K Y CTPOICTBY;

4.1.2. HeorpaHW4eHHBIA JOCTYH TPEThbUX JIMIl K HHQOpMAmMM O NApOJSIX H JIOTHHAX,
UCTIOJIE3YEMBIX JIJISl BXOJa B HH(POPMAIIMOHHBIC PECYPCHI;

4.1.3. HecobGmroaenue pexxuma KOHQUACHIIMATHFHOCTH B OTHOIIICHHUH 3aIlIAIIIaeMO# nH(OpMaIun
B MH(OPMaILMOHHO-TEJIEKOMMYHUKAITMOHHOM ceTu «HTepHeT»;

4.1.4. Vrtpara (nmoteps, xuienue) Knuentom YcrpoiicTsa,

4.1.5. OTtcyTcTBHE HAJUIEKALIETO MPOrPAMMHOI0 00ECIIeUCHHUS,

4.1.6. OTtcyTCTBHE HAIUISKAIIETO AHTUBUPYCHOTO MPOTPAMMHOT0 00ECTICUCHHUS;

4.1.7. HecoOmonenne KinrmeHToM pekoMeHIainii HACTOSIIEH MaMSITKH I10 3aIuTe HH()OpMAIIHH.
4.2. TlepedyeHb MPUYMH BOSHUKHOBEHHS PUCKOB MOTy4YeHHsS] HecaHKIIMOHNPOBAHHOTO JIOCTYIIA
K 3ammuinaeMord uHpopmaiuu, omnpeneneHHblid 1. 4.1 HacTosmeW NaMATKH, HE SBISETCS
WCYCPIBIBAOIINM. [IpHUMHBI BO3HHKHOBCHHSI PUCKOB TMOJNydeHUs HecaHKIIMOHHPOBAHHOTO
JOCTyTA K 3alIMIaeMoi HH(OPMAIIUK 3aBUCSIT OT KOHKPETHOM CUTYaIIUU.

5. PEKOMEHJANIIMA ITIO MIPUMEHEHUIO MEP 11O ITIPEJOTBPAIEHUIO
HECAHKIHMOHUPOBAHHOI'O 1OCTYIIA
5.1. B nmenmsax mpenorBpamieHuss HecaHKIIMOHMPOBAHHOTO JOCTyNma K  3alllMIIaeMon

uHpopMalMy, B TOM uucie npu yrpare (morepe, xuuieHuu) Knuenrom VYctpoiictBa, ¢
MCIIOJIb30BaHUEM KOTOPOTO UM COBEpIIAUCH JEHCTBUS B LENSIX OCYLIECTBICHUS (PUHAHCOBOM
onepaunu, HOO pekomenayer:
5.1.1. OrpaHuuuTh AOCTYI TPETHUX JIUI K Y CTPOICTBY, B TOM YHCJIE:
— He OCTaBJIATh Y CTPOICTBO 0€3 MpUcMoTpa;
— HeE [epeiaBaTh Y CTPOMCTBO TPETHUM JIMLIAM.
5.1.2. OrpaHu4MTh AOCTYN TPETHHX JHII K HH(POPMALMK O MAPOJIAX U JOTHHAX, UCHOIb3yEMBIX
JUIA BXOJla B MH(OPMALIMOHHBIE PECYpPCHI, B TOM YHUCIIE!
— HCIOJB30BaTh MAapOJM, COCTABJIECHHBIE M3 OYKB Pa3IUYHOTO perucrpa, Hupp U 3HAKOB
IIPENUHAHNS;
— HCIIOJb30BaTh Pa3Hble MAPOJIH U JIOTHHBI JJ11 BX0/1a B pa3Hble HH(OPMAaLMOHHBIE PECYPCHI;
— XPaHWTb JIOTUHBI U TIAPOJIU B TailHE OT TPETHUX JIMII;
— He 3aIKChIBaTh U HE XPAHUTH JIOTUHBI M MTAPOJIH ISl BXOAa B MH(POPMAIMOHHbIE PECYPCHI
Ha OyMa)>KHOM HOCHUTEE;
— HE HCIMOJIb30BaTh (DYHKIUIO 3allOMHHAHMS JIOTMHA M Maposis 0pU BXOJEe B
UH(OPMALIMOHHBINA pecypc;



— HE HCIOJb30BaTh B KayeCcTBE MapoJii MMEHA, NaMsATHBIE JaThl, HOMEpa TeIeQOHOB U
JPYyryro HH(OPMAIIHIO, KOTOPas MOXKET OBITh MOJIy4yeHa TPETbUMH JIML[AMH.
5.1.3. CoOmronaTh peXuM KOH(MUICHIIMAILHOCTH B OTHOIICHUHU 3aluIaeMoi WHpopmaruu B
MH(POPMALIMOHHO-TEIEKOMMYHUKAIIMOHHON ceTu «HTepHeT», B TOM 4HCIIe:
— OrpaHMYMBaTh  JOCTYH K  YCTpoWcTBY  pecypcaM B HMH(OpPMaIMOHHO-
TEJIEKOMMYHHUKAIIMOHHOH cucteme «HTepHEeT»;
— HCHOJB30BaTh TOJIBKO HAJEKHBIE paboune mopranbl i MH(YOPMAIMOHHOTO OOMEHa B
MH(POPMALIMOHHO-TEIEKOMMYHUKAIMOHHOU ceTu «VHTepHeT»,
— MPOBEPATH ATPEC NIEKTPOHHON IOYTHI OTIIPABUTEIIS ITEPENT IPOCMOTPOM ITHCHMA;
— BHUMATEJIbHO aHAJIM3UPOBATh CCBUIKH;
— HE OTKpbIBaTh NUChbMa M BJIOXKEHUS K HHUM, IIOJY4YEHHBIE IO JIEKTPOHHON IOYTE, OT
HEU3BECTHBIX OTIIPABUTEIIEH;
— HE MEepPeXOAMUTH I10 AKTUBHBIM CChUIKaM, IOJIYYEHHBIM IO 3JIEKTPOHHOW IOYTEe, OT
HEU3BECTHBIX OTIIPABUTEIIEH;
— HE pa3pematb JOCTYH THporpaMMaM, CKauMBaeMbIM U3  HH(OPMAIMOHHO-
TEJIEKOMMYHUKAIIMOHHOH ceTu «VHTepHeT», K M3IUIIHEeH nH(popMaluu;
— HE TMOAKIIOYAThCS K TMyOJuYHbIM OecripoBogHbIM ceTssM  WIi-Fi, He3amuimeHHbIM
OECIIPOBOIHBIM CETSIM.
5.1.4. TlpenorBpatuth HecaHKIMOHMPOBAaHHBIA AOCTYH K 3alUINAeMON HHPOPMALUU TpU
yTpare (notepe, xumenun) Knuentom YcrpoiicTa, B TOM Uucie:
— He3aMeIJIUTEIbHO COO0mUTh 0 (hakte yrparsl Y crpoiictea HOO;
— He3aMeJINTEIbHO COOOIIUTh CBOEMY OIEpaTopy COTOBOM CBsA3M O (hakTe yTpaThbl
YcrpoiictBa u 3a0m0kupoBaTh SIM-kapTy;
— 00paTuThCs B IPABOOXPAHUTENBHBIEC OPraHbl.
5.2. B nemsx KoHTpossi KOHPUrypanuu Y CTpoicTBa, C UCIOIb30BaHUEM KoToporo Kinnenrom
COBEpIUIAtOTCS IEUCTBUS M0 OCYILIECTBIECHUIO prHaHCOBOM onepaunn, HOO pexomeHnnyer:
5.2.1. VYcTaHOBHTH COOTBETCTBYIOIIEE MPOTPAMMHOE 00ECIIEYeHUE, B TOM YHCIIE:
— OCTaHOBMTb CBOW BHIOOP Ha JIMLIEH3MOHHOM ITPOIPaMMHOM 00€CIIeUeHHH;
— CBOEBPEMEHHO YCTAHABIIMBATh JOCTYIHbIE OOHOBJIEHUS ONEPAIMOHHON CUCTEMBIL;
— 3arpy’kaTh M YCTaHaBIMBaTb HPOrpaMMHOE OOECIeYeHHE TOJIbKO M3 IMPOBEPEHHBIX
HCTOYHHUKOB.
5.3. B memax cBoeBpeMeHHOro oOHapykeHHMs BosleiicTBus BpenonocHoro koma HDO
PEKOMEHIYET:
5.3.1. YcTaHOBUTH COOTBETCTBYIOIEE AHTUBUPYCHOE ITPOrpaMMHOE 0OecrieueHue, B TOM YHCIIe:
— YCTaHOBHUTb aHTUBUPYCHYIO 3aIIUTY;
— YCTaHOBMTb aBTOMAaTHYECKOE OOHOBIIEHNE aHTUBUPYCHBIX 0a3;
— OCYILECTBIISITh PETYIISIPHBIN KOHTPOJIb AHTUBUPYCHOM 3aIUTHI.
5.3.2. CoOnromath peKOMEHIAIIMH HACTOSIIEH TAMATKHA TI0 3aIluTe HH()OpMAIUH.



